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EAHIRE
REEIRIER 1 ZEHR

1 zmeEk

HiEELRS, OFERHRZERE. BITHERERS. Z2EEEEE. AETENBBIEER
HRGLE.

ATREZIEERS, EERIFRGHE. APRESFRIEURRIBEERSEIT, FREXT
ZMER, RRME. BEIE. REXTFER

HARER A MG . TEMFE, LURIPEIBMRXIER. §li0, BIRERA =575 ER1R
B, EABMEHENR, E@EIEF GRS it MEFERE, REREERE.
REINHE

ERYBIRER— B RAE L RRE R, ER 0 AHERER. #MTE, 1ax
i, HAREREAFRIER, TR T HRERGTERALENEFARRS . EAKIEE
HE—ERENREARR, BIESMNIIE. BXiH0EEHE. BHFEEE . MENS,. ReH
HHFER, REAPER~RERETHNRERE. BITRE. THREUREERE.
REEHR

REABIEENZERHR, NIERE., HNRe. BITREUREERFHEERERIEER
%, BRERARK.

EAHRBENRERRI TR,

e

HmEES l/ minEE \l BTRE =Eae
FEEE fHazs FIFAE HIREE SRR Epss EHERE EREE FHitAz= E&HE
hnEER SSLiis
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EAHIERE
REEIRIER

2 FPEWN

2 FBRsw
2.1 FBAP%EEE

HIEERFPLEAEXSHEEEREXH xugu.ini F, BEESEERTEIEEREXHLUE
M AP SHREIEIBIEERE XM xugu.ini, BAILIBHKEEEER (SYSDBA) &

ABRERUSSHAEFMZN.

SHEREXSH REE

SHEX

min_pass_len 8

3, 32]

OLH&ENME.

=

pass_mode 3

123

O<EN.
1: EEFHRH

L]

=

° 2: WA FEH
Hr

° 3: WA FEHM

WA MRS

conn_fail_cnt 3

[2, 100]

APR#ERERZHM
P1E, A PESE
RERRYBITIZE
ENEXMEZRE,

R G2 XK P AT 8

—

RE o

#id SQL S A RNEFME A PRES.
‘f&%ﬂ]@%ﬁﬁn

SQL> SHOW PASS MODE;

PASS MODE |
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EAHIRE
REEIRIER 2 RAPER

o 22 OSHEN:
SQL> SET PASS_MODE TO 3;

A X

o RAHKEEEERARRGERKEESHK.
e B A FRNBERAF DARGERAK, B ER xugu.ini BEX#FEE LK.

e AWRERKW DA, AHRFOAERXY 3, GFHT. FHUARATH. EREMRRK, LEFH
MM BA, WnEeRFr4. EREATRE. BTZ2UELR, FARDACEAREWASR
Eo

L AREFHL

EARIEELERPHITHREEREN, ROENERESWIP, OS5 ERI, SREMA
MARFZ., BRASHITAPLS, ARESFINEREELTEIEAREMN, KBLSHH
BAMAPTEBNEIRE, BT SHERNAPRINERRIEE.

BB

EAHRELNAFPSHNARNARBEST, BRIEAFPNOS, EREEEMGIAES
Fav

BREMACE

MTFRPERIMAER, EABIBEGHEMNRELIENS.

AL SE IR RS 3 B REIBERHIEZ IP 3 7%, 3 2#AILL IP A BN EMINIE
MERLTEER . BEESER AR &S5 EBREKEE X xugu.ini F#Y
conn_fail_cnt ¥ B E XHiE IP KRR

A PHiRIE R4tk sys_all_forbidden_ips AIEBHEXLMIER . BXRNIEMERBFSNES
RILHIFFFS N (REFHSE) NiHERHET RS F: SYS_ALL_FORBIDDEN_IPS.

2.2 HiAF6E

HEERPERERAMBEFENS X EEER P RS sys_users 1, REAFINEERE
£,

REBEAFWREERAF 3


https://help.xugudb.com/documents/system-dictionary-reference-guide/controlled-access-sys_all_forbidden_ips

EAIRE
i 2 FPLH

]l

ARREETEEZBABRURINBEERE ID. AR ID FAFE.

SQL> SELECT db id,user id,user name,password FROM SYS USERS;

DB_ID | USER ID | USER NAME | PASSWORD |
| SYSDBA| <BINARY> |

| SYSSSO| <BINARY> |

| SYSAUDITOR| <BINARY> |

| GUEST| <BINARY> |
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EAHIRE
ZEEIRERE 3 MREE

.

3 REE
3.1 R

PR % EA
EEASIEES, RNSERHERFEARAIIR, EASRMRNAEEEREZZMNRHE
SRR, RAPPRLFZFTZMRM—IR (REREREGETRENEARERRTITR
5N, i EHUEEMIMAE{ESN DBO (Database Owner) BB RIBEMN—YINR. B
ERIZIAEEW FEMMRR, RERERZMEERTUNEER MM RHFIT—IERIE.
Blan: FAP A RERFEAMNR, MRAFBARAA AEXTRETRYSR, WAF A
BxNZR—THRMEROR, BIEEM S E A RMERR.
BT DBO ¥ 5 HE=4 DBA, HitHi. X2 EHER. WHEXFENAFE, DBA XIREIR
HARPATGIERRER, . xk. B, #iEdiE. FIESHR, EEBRIEAXLST
SHRAE, BEAEXLENR EN—IIR. DBA hESE—IRENR LS IHMNR, Lo
SHRIA PEMERGE, ZAPRBIEERE—HMER. RPRAFFE K DBA ATLAMEIRINE
W E BB ER AR, FIE DBA, M REEUEIEFEHAIRBR, TaedEEib PR L AR .
EEABREERSD, WRGATEHMARSAGSACSAE, ARSREEMBEAREHME
PR ; ARPZBAFENRGEAKFE,
PR 53 2¢
EESBIBEFBIRATUS AMEE, SHE2ERVRE. EREBRE. SHREVR. FIKE.
B MERAER T :
o ERIIR: EIBREAENMEEE, MEELNRNAFSAEANHZETREXNRHET
PR e 1FSE B A A HRAE -

o IRALMR: EIEHNEAEN, HAERINENRMAFPSABANZIEX TRAXNRIHAT
R R Ve E AR ERAE.

o WREMR: EIENEANER, WAMNKENRIA DA ATXEES REI TR 2 1F
SEEINRYIRIE.

o JILAPR: EIBRE ARIISAES, MBTIRNIRIA A HERIEIFRIERPR 21T
SEE ARSI AES.
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EAHIERE
ZEEIRIER 3 MREE

3.2 WIRZFFHEIU

ERRERZEFTRT APRACHNRANRTFTHITIRIZ T, HAEMRHFRI IR
PR R TIRIE T

RTYIRXEFA GRANT, TO, EUWIRPRXHEF N REVOKE. FROM. ZBREIZHYEZEMEI
SR F——LE, 7ZERREWSET{EFEREFRIX5F GRANT. TO XA REVOKE.
FROM BN H].

PRI FFI B A ERIE A E R RRIIES I (SQL B ASE ) > REMEE > FURE

IBET,

3.3 WREF

BIREMARAFAMAENISREREETRYR sys_acls #ITEIE, &Yk sys acls BTFER
HiRERPIAEIEFIER. APAERIEESHIT SQL 44 SELECT*FROM sys_acls; &
ER%%K sys_acls HEEREE.

(MARIZL:):
ER %%k sys_acls F#A AR AUTHORITY F & & i1+ # & #E R, H AUTHORITY & #1t h +-< 3
%) % B AUTHORITY fEATEF A B AR AL IR .

FEX AR
FHA TR 5 EA
DB_ID INTEGER = ID
GRANTOR _ID INTEGER 2 ID
GRANTEE_ID INTEGER WIEILE ID
OBJECT_ID INTEGER RZR D
OBJECT_TYPE INTEGER TR AR
BTl

BRBEAEVREARAF 6


https://help.xugudb.com/documents/sql-syntax-reference-guide/rights-security-management-01
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EAHIRE
REEIRIER

3 MIREIE

FBE FHAE pL
AUTHORITY BIGINT BRIE
REGRANT BIGINT AR
ORG_GRANTOR_ID INTEGER BPRB R IR EE
IS_SYS BOOLEAN RERGNE
AUTHORITY f##f
PR 5 PRFRIR PR{E A
SO ACL_READ 0x1 1SR
St 5 4R ACL_UPDATE 0x2 353
SRR ACL_INSERT 0x4 RN
SRR ACL_DELETE 0x8 A B AR
SRR ACL_REF 0x10 511X
SRR ACL_EXECUTE 0x20 AT
St 5 2 ACL_INDEX 0x40 ATBIERS|
St 5 2R ACL_ALTER 0x80 & BT S B MR
TR K ACL_DROP 0x100 SO
SRR ACL_TRIG 0x200 AIEXT R LAl A&
TR K ACL_VACUUM 0x400 AEZREE
IREK ACL_TAB_ALL Ox7df R (FB) &
ETR

REBEAFWREERAF




EAHIERE

R4 EIDIE 3 IUBREE

PR LB A BBRERIR WBR{E WiEA

POEEM) ACL_PROC_ALL 0x1a0 B FMEE 2R E R
3

MR K ACL_VIEW_ALL 0x18f Fr B 1L E 4R

SR K ACL_PACK_ALL 0x1a0 ISR IR

POE T ACL_SEQ_ALL 0x183 T B F5{ERN

POE- & ACL_UDT_ALL 0x1a0 FrEEEX#iEAR
RN

EEZR ACL_READ_ANY 0x1 SR 4E E LB TR
(X EA A obj_type
T3E ) A ILEUL

FE 2R ACL_UPDATE_ANY | 0x2 PORER LIRSt PO
(3 & FEE AR obj_type
THE) B EXI

EE4% ACL_INSERT_ANY | Ox4 R BRI

FE2R ACL_DELETE_ANY | 0x8 X} 4 ER R A MR

FE4R ACL_REF_ANY 0x10 & ERIBAT AN

EEZR ACL_EXECUTE_AN | 0x20 e EMEMIT

Y 3
EEZR ACL_INDEX_ANY | 0x40 AIBIE RS
FE 2% ACL_CREATE 0x80 AEEBSEALT

B EM s E X E
MR HREEM
obj_type %)

ETI

BRBEAEVREARAF



EAHIRE

R EIIER 3 HUPREIE

PR A BUBRFRIR BUBRE WiRA

EE4% ACL_CRE_ANY 0x100 A BIEM 36 E X
B g (MRERH
obj_type #E)

EE4% ACL_ALT_ANY 0x200 A & 2 1E 17T 38 & 2
Bt g (MRERH
obj_type FAE)

EE4% ACL_DROP_ANY 0x400 A Ol ) B 10T 48 E 3£
AR HTHRERH
obj_type FAE)

EEZR ACL_BACKUP_ANY | 0x800 AZEMImENR (X
POEE i)

EEZR ACL_RESTORE_AN | 0x1000 AREMBNR (T

Y R AH)

LR ACL_VACUUM_ANY | 0x2000 AR LKTE (T
PO EZid)

EEZR ACL_REPLICATION | 0x4000 A BEREE (Xt

_ANY KEH)
EE4% ACL_REFRESH_AN | 0x8000 Al Rl #h R (EXR
Y HA)
EE4% ACL_GRANT_ANY | 0x10000 AT (Tex & 2E8)
FE2R ACL_ENCRYPT_AN | 0x20000 Al MEBAET R (ot

Y

KAH)

REBEAFWREERAF



EAHIERE

RSB 3 IUBREE

PR LB A BBRERIR I PR{E WiEA

4R ACL_CRE_JOB 0x40000 AREEMNES (X
PR AEHY)

EE4R ACL_TRACE 0x80000 AL

EE4% ACL_AUDITOR 0x10000000 HITREN (EXR
A HY)

FE4R ACL_AUDIT_ADMIN | 0x30000000 HITEEN (EXR
AH)

EEZR ACL_SSO 0x40000000 ZERIEWN (EX&R
i)

EEZR ACL_SS_ADMIN 0xc0000000 ZEEEN (XK
e il

EE4% ACL_DBA OX7fffff FTBERN FreE T
B, REFRCHIN)

EE4R ACL_DBO Oxfffff DBO #% (5 DBA #§
tt, Z—1%f DBA
PR A FHIUERAR)

i

&E sys_acls %, GRANTEE_ID 1 5 B9 -2 AUTHORITY &% 8388607, #4t A+ ~iftlA
Ox7fffff, BEDxJR3H4A8 ACL_DBA #[R.

SQL> SELECT*FROM sys acls;

DB ID | GRANTOR ID | GRANTEE ID | OBJECT ID | OBJECT TYPE |
AUTHORITY | REGRANT | ORG _GRANTOR ID | IS SYS | RESERVEDI |
RESERVED2 | RESERVED3 |

1| -1 1] 5 1] 0] 0| 8388607 | O | -1 | <NULL>| <NULL>| <NULL>| <
NULL> |

3.31 MPRFH
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EAHIRE
REEIRIER

3 MIREIE

3 UPRIEIR ER

PE4R-PE CREATE ANY DATABASE SRR E
CREATE ANY TABLE Ol {EfIER
ALTER ANY TABLE (EBeER0ES
DROP ANY TABLE ilERESEES
REFERENCES ANY TABLE SIREfTR
SELECT ANY TABLE EiffEfaIsk
INSERT ANY TABLE CIEEUN=SOES

PELR-FA PR
DELETE ANY TABLE AT BRAE T SRIE 3R
UPDATE ANY TABLE AR RICR
VACUUM ANY TABLE ALEZE R
ENCRYPT ANY TABLE AN (ET 2R

CREATE ANY INDEX

A BEMRSIAESR
£

Fe2k-F FHLE]

ALL PRIVILEGES BRI KHTERR
1%

CREATE ANY VIEW Bl EALE
ALTER ANY VIEW B ETLE

DROP ANY VIEW R EREENE
SELECT ANY VIEW TIETE
INSERT ANY VIEW RN EAE
DELETE ANY VIEW RRAE TR B R

ETH

REBEAFWREERAF
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EAHIERE
REEIRIER

3 WIREIE

3 AUBRIET AR
UPDATE ANY VIEW E R MR EIRRE
ALL ON VIEW EMLEXNRA
RAE
CREATE ANY INDEX Bl B RIS
PEZR-% 5] ALTER ANY INDEX EBE &R 3|
DROP ANY INDEX il ERER B
CREATE ANY SCHEMA AEAETRR
FEZR-15E3K ALTER ANY SCHEMA ERUETRT
DROP ANY SCHEMA AR AE frT 45 K
CREATE ANY OBJECT AT B E X EE
PR B N R i
ALTER ANY OBJECT BT B E X E
il
DROP ANY OBJECT B (17T B 7E X 1
il
SELECT ANY SEQUENCE M FHIE
CREATE ANY SEQUENCE S EMFHIE
BER-FFyIE ALTER ANY SEQUENCE EEfRIFFIE
DROP ANY SEQUENCE MERAERI 75 1E

ALL PRIVILEGES

XF 3R A Fr FIE XS SR EY
P #AE

24T =1\ 5]

CREATE ANY SYNONYM

BIZ(EM[E] X7

XTI NR)

ETI

BRBEAEVREARAF



EAHIRE

LB 3 HURERE
3 AUBRIET AR
DROP ANY SYNONYM Bk AE 18T 5] S 1)
CREATE ANY PACKAGE tEE M
DROP ANY PACKAGE B AE (AT 6L
FER-6 ALTER ANY PACKAGE e
EXEC ANY PACKAGE WITIETE
ALL PRIVILEGES MENMENRATE
BRAE
CREATE ANY TRIGGER BT & 25
Pe 2R -l % 2% DROP ANY TRIGGER TR AE frT itk %2 2%
ALTER ANY TRIGGER e BT R & 25
CREATE ANY PROCEDURE S A F i 72/ R
E-rfaidiy/Esy | DROP ANY PROCEDURE TRIBRAE fr 77 A i 72/ iR
ALTER ANY PROCEDURE e M F T 2/ R
EXEC ANY PROCEDURE PATIEIFEIE 2/
ALL PRIVILEGES RIS R R
WO B #RAE
CREATE ANY JOB B R
BEZR-Ell DROP ANY JOB B AE AT 4B ALl
BT

REBEAFWREERAF
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EAHIERE

LB 3 IREE
5 AUBRIET AR
ALTER ANY JOB & B IR
BER-ft CREATE ANY ROLE flEEAReE
CREATE ANY USER AT A
FER-R P ALTER ANY USER eI A A
DROP ANY USER MRS {Ef=] A 2
DBA HIEEEER
SSO BIBERER
AUDIT BURERITR
FE2R-F PR BACKUP DATABASE BN BUIEE
RESTORE DATABASE S HAR e
BACKUP BINITR
RESTORE PREXTR
FE£%-DBLINK CREATE ANY DATABASE LINK eFERER LR €/ ERER S
CREATE ANY TABLE IN SCHEMA EIEERR T OIRE
EES
ALTER ANY TABLE IN SCHEMA ERERXTIERIE
EES
WAR-= DROP ANY TABLE IN SCHEMA fEIE BRI THIBRE

LES

REFERENCES ANY TABLE IN SCHEMA

AHEERNXTSIRME
LES

BRBEAEVREARAF




EAHIRE

R EIRIER 3 MIREE
5l PR IETR 1iRA
SELECT ANY TABLE IN SCHEMA EEEEATEIGE
BE=3
DELETE ANY TABLE IN SCHEMA IR EENX THIFRE
(BE-3fe3
UPDATE ANY TABLE IN SCHEMA EHRERENXNTEFHE
(BE-3fwe3
VACUUM ANY TABLE IN SCHEMA EHREEAXNTESE
([BE-3fwe3
CREATE ANY ANY VIEW IN SCHEMA EEEEREAXTEEET
BRI
Yy - wl N
K55 A E] DROP ANY ANY VIEW IN SCHEMA HEIEEER THERE

(ENES

SELECT ANY ANY VIEW IN SCHEMA

AHEERATEIBE
(ENE]

DELETE ANY ANY VIEW IN SCHEMA

AR ERNTHERE

(DEMESIRE

UPDATE ANY ANY VIEW IN SCHEMA EHRERXTEME
(DEMESIRE

INSERT ANY ANY VIEW IN SCHEMA HEHEEREATEAE

(ENE]

RAR-FIVE

CREATE ANY SEQUENCE IN SCHEMA

AEHEERATRIEE
MF5HE

ALTER ANY SEQUENCE IN SCHEMA

EHRERNATERE
MF5HE

REBEAFWREERAF
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EAHIERE
REEIRIER

3 WIREIE

ALTER ANY PROCEDURE IN SCHEMA

AL PR IZE IR 1iEA
DROP ANY SEQUENCE IN SCHEMA EiIEEEN THERE
BEZLE
SELECT ANY SEQUENCE IN SCHEMA HIEEEATEGT
BEZLE
CREATE ANY PACKAGE IN SCHEMA HEEEATEETE
a2l
Wil
RAR-E ALTER ANY PACKAGE IN SCHEMA EIEEERA T BT
a2l
DROP ANY PACKAGE IN SCHEMA EIEEERX THERE
a2l
EXECUTE ANY PACKAGE IN SCHEMA AEEEATIITE
a2l
CREATE ANY PROCEDURE IN SCHEMA | frieE#ERX TR 2T
AT E L 32/ bR 3
B R -5 FE/ R 3

EHEERATERE
MF AT 12/ R 2

DROP ANY PROCEDURE IN SCHEMA

R ERN THBRE
M FAEIT 32/ R 3

EXECUTE ANY PROCEDURE IN SCHEMA

EHRERATHITE
MF AT 12/ R 2

RAR-f% =5

CREATE ANY TRIGGER IN SCHEMA

EEERATRIEE
% 25

ALTER ANY TRIGGER IN SCHEMA

EHRERA TSR E
fm % 25

BRBEAEVREARAF




EAHIRE
REEIRIER

3 WIRE

P

3 UPRIEIR WiRA
DROP ANY TRIGGER IN SCHEMA IR ERN THBRE
fafi % 2%
CREATE ANY INDEX IN SCHEMA EREEA T ZME
-l s

ALTER ANY INDEX IN SCHEMA

AEHEERNATERE
[LENEY

DROP ANY INDEX IN SCHEMA

AR ERN THBRE
[LENEY

B BRI

CREATE ANY SYNONYM IN SCHEMA

EEERATRIEE
1A [E) X 1]

DROP ANY SYNONYM IN SCHEMA

R ERN THBRE
1A [E) X 1]

RAR-BE X iR

CREATE ANY OBJECT IN SCHEMA

EEERATRIEE
B E X HiERE

ALTER ANY OBJECT IN SCHEMA

EHRERA TSR E
B E X HiERE

DROP ANY OBJECT IN SCHEMA

R ERN THBRE

B E X HiELE
ALL ON TABLE e B RAV T BRIER
PR
ALTER ON TABLE 15 E RAVIZ AR
DROP ON TABLE 18 T ZR A BRAR PR
INSERT ON TABLE HEE RAANAUR
xR BTR

REBEAFWREERAF
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EAHIERE
REEIRIER

3 WIREIE

Z 5l PR IZE IR 1iEA

UPDATE ON TABLE I8 E R E FBHE
PR

DELETE ON TABLE & & 3= B I B B 4B 4%
PR

SELECT ON TABLE 5 B RIE IR

VACUUM ON TABLE 18 E T HYE = BHER
PR

TRIGGER ON TABLE feER L0242
PR

INDEX ON TABLE IEERLEOIEZRSI
PR

REFERENCES ON TABLE e ERBS| AR

ALL ON VIEW e EMLEHI R B 1RME
PR

ALTER ON VIEW 15 E M E BV AR

R -1 DROP ON VIEW 1R E VL E R BRA PR

SELECT ON VIEW e B EH E IR

INSERT ON VIEW e EM EBVHENR

UPDATE ON VIEW e E L E B E Fh# =
PR

DELETE ON VIEW

18 7E YL & B A B 2 472
PR

BRBEAEVREARAF



EAHIRE
REEIRIER

3 WIRE

P

el

A PRIEIR

A

M RR-FFHVE

ALL ON SEQUENCE

BEFIIERT B
{EALBR

SELECT ON SEQUENCE

B EFIIERNEIRR
PR

ALTER ON SEQUENCE

16 E FFERI 2 2R
PR

DROP ON SEQUENCE

18 7 7 518 B9 M BR AR
PR

HRK-8 ALL ON PACKAGE 5 E BT B IR{EN
PR
ALTER ON PACKAGE 15 E BV E IR
DROP ON PACKAGE 5 7E BRI BR A BR
EXECUTE ON PACKAGE e E B RIMITIUR
ALL ON PROCEDURE I8 E FE L T2/ R B
ER B IR1ERR
TR -7 52/ R

ALTER ON PROCEDURE

R PUR TSR i)
e PR

DROP ON PROCEDURE

16 E F L IR/ R BN
A BR A PR

EXECUTE ON PROCEDURE

R PUR TSR i)
PATIUR

ALL ON OBJECT

BEBEXHELRE
HIER B IRAERUR

MREK-BE X HIEXE

Peud

T

REBEAFWREERAF
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EAHIERE

RSB 3 HUREE
3 P BRIETR WiBA
ALTER ON OBJECT IEEBEEXHEER
HIIE B PR
DROP ON OBJECT EEBENXHIELER
B BR AR PR
EXECUTE ON OBJECT IEEEEXHBER
B TILPR
ALL ON TRIGGER IEEMA BRIV B R
SEC R frAuR
ALTER ON TRIGGER 15 € fith & 22 RV 2 AR
PR
DROP ON TRIGGER 15 7€ fith & 25 HO M BR AR
PR
MR LK-FIEf SELECT(COLUMNLIST) ON TABLE_NAME | ZEifj{s &R Xt 7
MR B/-FEE UPDATE(COLUMNLIST) ON TABLE_NAME | Effiis E&RIEES

BRBEAEVREARAF 20



EAHIRE
REEIRIER 4 RERM

4 nowmw
41 HRik

HIEEIBE 22 R SLI R EES] . RERWE—ATE RS, REFICHERBE

FE (AP X&EE (R BERBARMIIR, BT SSIRERTEES.

REHRMWP, BIEFRATCRERIAEY.

ZERBABEENRLEER (SYSSSO) HHERLEEANIRMAFRERE:

o 8li#, ERMMPRRERE. ENRLRR, SRENREERWE. LRERWRMIH
FREH (FRFATHE) « ERRERIEDAFRIRIRHE.

o WBIEEMEMEMARM, ETMERR 2RI

AR
BAE R % R AT A~ K,

REFR

FRHBMRAMERBIER, HPERMN 0 30000 HIZEH
FLATEARNESIR, FE (AP NFRLMATFER (R) NEFEER; BTSimaEs]
B, £& (AP WERLIUVNTFETER (R) NFR. MRTHEHENEE, WEHES
WHELE

REIEHE

EHREALE, EFATEINRRBRE—NER. FRFEHZESEEFRSMEZS, BRI
HITEEER CRAKSEMEEXER) .

el TSR, £ (BP) HRidef88E®n (R) HFABEEE. RTHE
MR &H, MiEsESEES.

R2RR2

LR LRENATEAR (R M, HNMERRERBTHENRZERIE. — M REMRcH
FRAEREZ LA .

KR A FH: SelE, W'level_3:category 2,

REBEAFWREERAF 21



EAHIERE
REEIRIER 4 RERME

RN ERREARICH, FEERICRERERE. FHANEEEERREESR (SQLE%S
Eigr) > REMEE > RERKEEET.

4.2 ZREFEHREIE

TEHARIEEDCE. BXARREEREE. B, AR (EEK) Fm. B #ikeek
BRFAR (X)) K. BX. HRLL %K.
FARIEBEEERRAIES N (SQLIEESEIER) > R HEE > R KREEET.

Zarbl
AETYE—IRF usr_1, HEEMKTAARE, IEH (BP) FMEE (R) FNAE

HWRE2FER, HPBIEXRATER. ESFRIEHRITRO.

1.

SYSDBA HFPEXR, BIEMAFHEERBAE.

- G EAF 5 ENX
SQL> CREATE USER usr 1 IDENTIFIED BY 'QWEasdl2#@';
SQL> GRANT DBA TO usr 1;

-— Ml Z x @ A=

SQL> CREATE TABLE usr_l.tab_test_l(cl INT, c2 VARCHAR) ;
SQL> CREATE TABLE usr_l.tab_test_Z(cl INT, c2 VARCHAR) ;
SQL> INSERT INTO usr 1l.tab test 1 VALUES(1, 'a');

SQL> INSERT INTO usr 1l.tab test 1 VALUES(2, 'b');

SQL> INSERT INTO usr 1l.tab test 2 VALUES(1, 'alpha');
SQL> INSERT INTO usr 1l.tab test 2 VALUES (2 'beta') ;

SYSSSO AFR%%, tIEREEREE, 81 3 1MNEFR, HARAPMRRINAENELSR.

-— Ml B2 & & K %
SQL> CREATE POLICY policy_l ADD LEVEL level_l AS 1,ADD LEVEL
level 2 AS 3,ADD LEVEL level 3 AS 5;

-—— FH P £ % 43
SQL> ALTER USER POLICY usr 1 ADD policy 1 LEVEL level 2;

-— XFH% 4 A AL, 5

SQL> ALTER TABLE POLICY usr l.tab test 1 ADD policy 1 COLUMN c3
NOT HIDE LABEL 'level 1:';

SQL> ALTER TABLE POLICY usr l.tab test 2 ADD policy 1 COLUMN c3
NOT HIDE LABEL 'level 3:';

usr 1 APREF, F%H R 3, KT tab_test 1 BIFER 1, /T tab_test 2 BIER 5, Atk
&0 3k tab_test_1 HINSEIR, FIIAIELEIR tab_test_2 4R,

- B R X KE
SQL> UPDATE tab test 1 SET c2 = 'c'

_test WHERE cl = 2;
[E18028] X & # fF & K & #l £ & & %l X %
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EAHIRE
REEIRIER

4 RERM

Cl | C2 | C3

Cl | C2 | C3

SQL> SELECT * FROM tab test 1;

1 | al 281474976710656 |
2 | bl 281474976710656 |

SQL> SELECT * FROM tab test 2;

4.3 HHXHIEFH

RLLFERELNEAEGERBLULT=,: SYS _POLICIES. SYS_LEVELS #q

SYS_CATEGORIES, EMIFAlCHRER. FR. SEHEXNESR.

SYS_POLICIES

AT EBHIEERZLER{ESR, (A SELECT*FROM SYS_POLICIES &F&.

FEHA FETAR L)
DB_ID OID_TYPE F= ID
POLICY_ID OID_TYPE ID
POLICY_NAME VARCHAR HEREE
COMMENTS VARCHAR ERER
RESERVED1 VARCHAR REBFER
RESERVED2 VARCHAR IREBFER
SYS_LEVELS

ATFEEBEREERERBINNREFRES, FH SELECT*FROM SYS_LEVELS &E&.

REBEAFWREERAF
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EAHIERE

R BRI 4 BEFRE

FEA TR L

DB_ID OID_TYPE & ID

PID OID_TYPE REHKEE ID

LID INTEGER RERIRS

NAME VARCHAR RBERHZ

COMMENTS VARCHAR FRER

RESERVED1 VARCHAR REFE

RESERVED2 VARCHAR *EFE

SYS_CATEGORIES

ATEEREELERENNNRELTEHBES, £/H SELECT*FROM SYS_CATEGORIES &

&
FEA FEAR AR
DB_ID OID_TYPE E ID
PID OID_TYPE RES ID
CID INTEGER SEEmS
NAME VARCHAR el
COMMENTS VARCHAR FARER
RESERVED1 VARCHAR *EFE
RESERVED2 VARCHAR REFE

BRBEAEVREARAF
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EAHIRE

ZEEIRERE 5 ®HItERE

am
..

5 wmitem

HITHH R EETERAA LS EENERAMB T —. FIRER T RHBIEL 2 RIPHETE
5, TR BESHNERFITEE. AJUIBEERERRAZRSEH. M3l FPIITAURE
MHEES RG] BiEER, REFIHER, BEEFITRTUEFERAIARBMNERUR
LI EFNZRGHITRIRIE, WMREARR,. BRI, FHESESILFM (FitE
IERE) o

REBEAFWREERAF
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EAEE
B2 &R 6

Et}
mf
Ht

.

0 mzmen

REAHEEGS —EXENMERR, REHSHMEBARNNBEESDRYIE. FiExtt. £
(SSL). #MXHFHITME, HRAFPEENZEY. FRERIFEN (BEMEER) .
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EAHIRE
REEIRIER 7 BRRPRE

1 &iEpRE
71 REGRE

HEFERENMNERTHESTREHRAFTEEN S, WBIBEESHSER.
BARPESRREPR R A T B EMBEIE N FERBIEA—BERLE, BEHERRIELKM
fr. ERBIEET RSN BERIRE~EREEL. MRIFEATRRTSHNESR, AR HS
BTRE . PR T MR N REREFMREF .
PERIFER

o EHTANET 2: MAELENTART, &8l Master TIEM4EL, F Master RERK.

e KHTREBAT2: MERMABHTHERFTES—ITR, MER.
flan 5 N R RIEERE, BRTMEHRE, 5 Master RN ERE, * Master #1 3 M IIET
R A 4 P RRIERE, X ANEREARES; 8l Master REIES 1 M RH0ESE, AT
XANEHERER. B, MRZ SN TAER, Hb 4 M HSKRET, RFTE Master
— M EE, X NEEBESER.
A=A

o TEEFTIE. MIFRFN truncate Efi&.

e MABRKNTRRIE GRIAXAMEE—) .

o EMATHETTAMAN GRET SsifET S MABTEZ) .

7.2 BHiPRS

ABRRTAFPIRFGCHEARENRGRR, FEARFRIESSHERKES, EHH
EBEAUZIEAFHPXNRERIT SRR EIR, RIEBEENREEZIT.

AEXHIREDHIT “SHOW [LEW]” pSEELRECERE, T “SET [ECEW] TO [B#R
E]” HLENHETEENE, FARETERIFEN TR,
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EAHIERE

REEIRIER 7 BIRBRF
PREIRE HXEE ERAE HUESEE
Bt R = B M KR | max_temp_space_si | -1 [-1, 2097152]

B (M) ze

&KX prepared iE4] | max_prepare_num 100 [100, 2097152]

#

AR ERTE (F) max_idle_time 3600 [0, 86400]

B FESRIIKBURE | conn_fail_cnt 3 [2, 100]

FA P EA BT FHIEIES | session_per_user 1000 [1, 10000]

BRAIETNESIEES | max_act_conn_num |0 [0,1024]

REmKEEY max_conn_num 1000 [1, 10000]

RANBEESHITE max_parallel 1 [1, 600]

FigdiER KIEIM R | g_max_loop_num 100000 [100, 2097152]

E4)

B A cursor max_cursor_num 100 [0, 10000]

BAEZFEARIFET | max_trans_modify 10000 [0, 1073741824]

BITH

AIFE hash T35 [ max_hash_mem 32 [32, 65536]

RERNERANETEE

(M)

&KX Hash RE# max_hash_size 3000000 [3000, 2147483647]

BAEXSEANEFER | max_malloc_once 512 [64, 1024]

Kip

BETR
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EAHIRE

R EIRIER 7 FEIRBRF
PREIRE HXEE ERAE HUESEE
EH&IFEEZITRAMN | max_task_mem 0 [1, 1048576]
=
AIFIRH M AKX | max_allow lob_len 10 [1, 2048]

KK (M)
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EAHIERE
REEIRIER 8 EARE

8 Ehg®
8.1 EHRBHEEN

RIREBIEEREE IP. FERAFPMNEEREERRTBAER, BEBRE. HPARITH
AAMERECEMHRAERRSE; RIFHAERIHWR ARG E.
ERRBATEIAMARNAITRE, —MRIE trust.ini BREXH, HZ—HERITEIREES

L

8.2 EHREEHE
EBAN

ERZBALIBE AR RHITEE

o 1EEX SETUP 3Z#3kHY trust.ini X

o MITHIRE®S
EAZBAMEMBEURERARIESN (SQLIBESEIEE) > ReMEE > (BEOREE
#) &Y,

L

ERBEPIRH THE L RIBIEENT. §—TcH TIEEENEERR, THRMEEMN IP i
He (SitbutSeE) &R

FIAEEZE, AL

o PREI/EGHREITEE R A ERBIEE

o [RFVEGHRBIMIEE IP Ml B REHERE
o [RFVEGHRFIMIEE IP EREREKIERE
o [RFEVEUHRSBIXIEE (B4 EMNER

o [RFV/EGHRSIIE EBEET RHIBER

H&$

BHRERIEH TR AIFHEKIEEND. F—DUCH THREENEERF, ATLUAEER IP i
it (EatiseE) B3R
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EAHIRE

LB 8 EHgy
FABRE, ALL:

* RIFEUHEARITEERREREIERE

o RIFEUHRITAIEE IP G REERE

o RIFEUHRITAIEE IP BB REIERE

o RIFEUHATXEE (238) ERER

* RIFEUHARITEEBIEET RHER

8.3 MHXHIEFEFH

BRYi3k SYS_BLACK WHITE_LIST 2% 7 SRiiEESR FEMNELZ 2N . Ar&Eid
SELECT*FROM SYS_BLACK_WHITE_LIST; #{T&&.

FE AR

FBZ FHE 15 AR

NODEID INTEGER s D

LIST_TYPE CHAR(128) A E i

DB_NAME CHAR(128) FE#

USER_NAME CHAR(128) RAR&

IP_RANGE CHAR(128) IP S5

REBEAFWREERAF
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EAHIERE
REEIRIER 9 EHFER

9 =n=
9.1 THFiE=EMH

EAHEEXHERER, HRERTZEERMETUEENM, BROFMRE. RRILEFHE
WiERARE, FHERNSINAT:
o FRWAPEABIEENRE, FRENSRME, RtNRIEEREDEFHE.

o EHIBEXNRWMPRRT, HNNFMETERER, FEERERR, BEESBRIZML
FEIAR, BILEERTREBEER EEAE R F .

9.2 ZFEH

EAREEFAGTER, IAERMETUERSERER. ATHRAGEANZSE, &
MAFHITERR, S¥ZHIFRRRHITER, UIEERRBIERLE.
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EAHIRE
REEIRIER

10 SIEEE

10 2izem
10.1 #EiR

am
.-

HIEESIE (Session) BRENS (BFFRmSIKFIR) AFRBEREREEHEN—1TLT
3¢ (Context) o b ETXATHRSHG (BiEE) ARG R T AERNEBMAXKREMIEZ
THE. JEESIESESHMNYEESIFEERME., BEESERS, EESEERRE
FHRN—RINEESITA.

10.2 EEV

MEIBIRESH TCP/IP 55 SSL ARNHIEIBESTE, SSL £ TCP/IP E#ZE Ak,
HITEMBIENES, REERRE. BEESENELNEEHEEZELZEWAERN, &
MIERLBEHBIEESE, ERLRFENNESBEEEQRE. BIEESEERLARR

—[:%(O
FE | &EFRX |RMIARE | IRKRGE |(NIXHEZX|FEAER |S¥ERE
FE M
1 TCP/IP = FRFER% | & BINFF B i 18] im O
listen_port
48 F #h bk -
bind -address
2 SSL = FFEREG | & -ssl=ssl/ns | ¥ B/%x Hl:
(EF TC sl -ss|=* options
P/IP)

10.3 £1EEH

HIEEEIES (SYSDBA) A HIEEEESIETAMEENGES, BERGREBERHA
FBNSIEER, EEAAUSHSENRSREERE. HEESQEEIRERY (R1EE

REBEAFWREERAF
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EAHIERE

e EEIER 10 SIEEE

=) MeFTE,

o DIETE: HEFPIHERINEER, BEESEHERETEUBTERSETE. SIF
TEMEH R HAISIFER.

o 2BTE: HIEELHLAZ=LBETE. XEKREIFAAAEXELETE, BHEES
RENEETEMHMEN, HFEZEHBRXHFANBEER, EikIBEX.

BIRESIBENEZEEEE N (RER):

RERGER

1ER

DBA_SESSIONS

EREESEMETN RN AREEEESE

SYS_ALL_SESSIONS

EEREERZARBRIEEEERSE

SYS_ALL_THD_SESSION

AT EEEELRESLIERR

SYS_ALL_THD_STATUS

AT ERYEFEISITRERERERER

HiEERIENREEEERAEYD
(SQL &%:&%15R) NRIE
WiRESIENER
TS
EEREESEERTE.

=1 &id SHOW sys vars; #p

SHOW @& ift1TEE, EfMS

EEEREEWLIHEN

R B =

x%ﬂ'ljo

SHITEE.

SQL> SHOW SYS VARS;

VAR NAME | IS GLOBAL | ACCESS | DESCRI |

listen port| T | R/W| i % 3% & |

nio timeout| T | R/W| W% 5 & o (% £: %) |

login timeout| T | R/W| B X & B it 5 (&£ fr: %) |

use std nio| T | R/W| %Efi)ﬂff’ﬁlﬂ%”*”ﬁ“(%%TFi,ﬂ'JﬁJﬂW%ﬁ?ﬁ%

FREAMAEXEFTWR % B

o ) |

max idle time| T | R/W]| %kl‘ﬂﬁﬁlﬁﬂ(iﬂ »,E W EAETFEKR, N
BT % ) |

min pass len| T | R/W| 7 4 ¥ &K & kK E |

pass mode| T IR/WI HA KX 1I:EEFRIEFT 2: 8004 FF R EHF 3:
e FEHEREFTRREKRAFS |

def timezone| T | R/W| & P om B X

def timefmt| T | R/W| B L & F 3 B & # K |

def charset| T | R/W| B A % 7 & F &% £ |

send warning| T | R/W| 2 & X & % & £ & |

conn fail cnt| T | R/W| # ik ¥ & W % K K %K |

max_act conn num| T | R/W| & kK & 5 £ % ¥ & XK |

max_conn num| T | R/W| % & & K # & ¥ |

session per user| T | R/W| A 7 B ik 7 A # # # |

BRBEAEVREARAF
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R HHRE
REEIPIER 10 REEE

SRR
e VAR NAME: £FRTE&,

° IS GLOBAL: 2EEHIEELRTE, T: &, F: &.
e ACCESS: B&ERIFEK, R: RiE, RW: #EE,

e DESCRI: £/ EHA

10.4 EIRREZ

HEESERIHARBEERNNEIR, MTEMNEE. £8. B, BEFEERNEER
&, UEAHNNEEREESIEZIER. JEESENEHEEERESHER. IETENEE
AR BN FRERRREE, IRAEERIEESERR, SUBEEENRERR. WiEE
KERESH N T &,

AT

T

BEEAR BESH EAE PRETEHE BCE iR
Ol Am| listen_port 5138 BIERGASR | BFiEHEEERE
B TCP %O SEmO, &6
BIER GG NS
HITREEH
5 & A B & 8 | max_idle_time | 3600 [0, 86400] AT siEE
(BAfL: Fb) Em R, 8
EFERT T
ETR
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EAHIERE

ZEEIRIER 10 £EEE
BEEANA BEESH AR PRESEE] B E i EA
SIREN R ALK | conn_fail_cnt 3 [2, 100] BMNHBEES
TOR E, BHWIER
RKEBURE, &8
it B & S {E R,
BEXWPHIE 5
T

FA R ERIA T A% | session_per_us | 1000 [1, 10000] B—RHPEIAT

2| er LB I RO BB

ARG R AEEH | max_conn_num | 1000 [1, 10000] WIBEREN R
ZeBRIA AT LB
HBIEESIEE
BERKE

B AFENESFIE | max_act_conn_ | 0 [0, 1024] AR E A EET 7

EE num TR KXAENE
FiEEY, BT
PR Wl ’& =1 | 55
=, HIEEIFER
e

BEEREREEREZEGS
s ERWEEERSERMGS

SQL> SHOW {4 & % & };

o ENHEEERSERIEDS.

SQL> SET {4 # &£ &} TO {1 };

HEESIEREEBRRBIRAAEE RRIES DBMS_DBA, ARG OFERTHEERHIT

RGUEPiR(E, W BURESR

. BIEEFESH4R. BEEESBREETUHN—LSHA
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R HHRE
REEIPIER 10 REEE

FELHRBRARRE,. FEREXRN SQL RFITHRITR G &1E. DBMS_DBA %
ZENNESEMEEL (F%B5%) HDBMS_DBAETS.

BO/GZE SR AR SHARA SRR EOTheE
&1L 5 M55 T
KILL_TRANS . NoDEID | INTEGER . gy | LEFRE
e TRANID T RS
s 2FHKE—H
e ]
KILL_SESSION INTEGER £ 1 B4R e 52
- » NODEID ] i
e SESSID TR
* TRKNME—
HY B4R B &
ELES
Z A\ \Y
KILL_SESSION | | INTEGER . sizpay | FERELNE
_TRANS R E:
e SESSID TRES
* TRHNME—
HY B4R B
BEXIES
A &

AEBEELXEL2TREE L EADTHRARER S+, BTRATNRE. —REREXAFRE
KRN EFEE, NANE—F 5K SQL #IERTLEF

il

o BEEYAIMIEEEZSIENX.
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EGHiRE
REEIPIER 10 REEE

SQL> SHOW DEF TIMEZONE ;
DEF TIMEZONE |

GMT+08:00 |

s BEEYMINIEEEESIEENERREML.
SQL> SHOW AUTO COMMIT

AUTO COMMIT |

o B EHATRIEEEERIERANXEM Y GMT+00:00.
SQL> SET DEF_TIMEZONE TO 'GMT+00:00"';

Execute successful.Use time:1 ms.
SQL> SHOW DEF_TIMEZONE
DEF_TIMEZONE |

GMT+00:00 |

s EEWEEERDERER.

SQL> SELECT nodeid,session id,ip,user name,db name,start t,status
,curr tid,auto commit,trans start t FROM sys sessions;

NODEID | SESSION ID | IP | USER NAME | DB NAME | START T | STATUS
| CURR TID | AUTO COMMIT | TRANS START T |

1 | 230493 | 127.0.0.1| SYSDBA| SYSTEM| 2015-05-13 17:26:52.000
AD | 114 | 717722 | T | 2022-05-13 17:46:23.000 AD |

1 | 230494 | 127.0.0.1| SYSDBA| SYSTEM| 2015-05-13 17:44:29.000
AD | 112 | 717719 | F | 2022-05-13 17:45:35.000 AD |

1 | 230495 | 127.0.0.1| SYSDBA| SYSTEM| 2015-05-13 17:44:47.000
AD | 112 | 717720 | F | 2022-05-13 17:45:46.000 AD |

Total 3 records.

Use time:0 ms.

o {¥F DBMS_DBAKILL_TRANS #OZ& IL BIEEERSIEEERITHES.

SQL> EXEC DBMS DBA.KILL TRANS(1,717720) ;
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